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1. Abstract

This paper presents a block based spatial watermarking method. The main interest of this method is that
it attempts to realise a good compromise between robustness performance, quality of the embedding
and computational cost. This method is based on elementary perceptual criterion and adapts the
embedding with regards to the content of the blocks. The paper ends with results deduced from many
perceptual tests. The robustness towards lossy compression is also deeply analysed.

2. Introduction

From the content owner point of view it is not clear that classical legal copyright protections are
sufficient. There is a great demand for new technologies specifically suited for digital media[1]. Asa
matter of fact the nature of digital media threatens its own viability. Replications of digital works are
easy and identica to original contents. The plasticity of digital media is also a great menace.
Fortunately, digitisation of audiovisual content offer in counter part new possibilities for the
development of copyright protection techniques. Watermarking is one of these. The principle of the
watermarking is the robust and secret embedding of a copyright information in a content. This content
may be atext [2,3], an audio content [4], but most of the time watermarking is applied to still or moving
pictures.

There exist already a large number of watermarking techniques using different approaches. Most of
them directly modify the luminance [5,6] or the chrominance [7]. Such methods present the advantage
to be very fast. It is also interesting to consider the image content as a broadband channel that can
convey a narrow bandwidth information. Different techniques use this approach by means of the
spread-spectrum theory to embed a copyright code [8]. Some other authors apply the watermarking on
some characteristics of the image, such as DCT coefficients [9], fractals coefficients, motion estimation
vector, high resolution coefficients in case of multiresolution encoding or the phase of DFT coefficients
[20]. Finally, other authors proposed methods based on Human Visual System model to guarantee the
invisibility of the embedding [11,12].

Such very elaborated techniques have the advantage to realise a good trade-off between robustness and
quality of the watermarked image. Nevertheless, their main drawback is their complexity and their
computational cost. This reveals annoying for video sequences since real time embedding is a major
issue. The watermarking method presented in this paper has been developed in the scope of the
European ACTS project TALISMAN (AC 019) [13]. The main purpose of this project is to make near
real time watermark embedding and real time retrieval of watermarked copyright information. The goal
is to provide facilities for monitoring broadcast networks in order to detect copyright violations. With
thisaimin view, real time retrieval is crucial.

This paper presents a low computational cost watermarking technique for still pictures and for video
sequences. The embedding process consists in embedding redundantly a copyright information
(typically 64 bits) in a digital picture with the use of a secret key. The retrieval process alows to
retrieve the copyright information without the use of the original image. There are a few parametersin
the agorithm, many perceptua tests have been achieved so as to determine the optimal solution. Many
tests were also performed in order to analyze the robustness of the watermark, such as JPEG and MPEG
compression etc.



3. Embedding

3.1. Introduction

The presented embedding method is block based. Before being embedded, the copyright information is
converted into a bitstream. Each bit is spread over one block. In the current implementation, the block
size is 8x8. The main purpose of this choice is that it corresponds to the size of JPEG blocks. So the
effects of JPEG compression affect independently each embedded bit. Besides, this allows to embed
4096 hits in a 512x512 image, which is far more than sufficient for the copyright information. This
information is thus embedded redundantly, which increases the robustness.

The embedding of the bitsis performed thanks to the following steps:

1. Subdivision of the image in 8x8 blocks

2. Classification of the pixels of one block in zones of homogeneous luminance val ues;

3. Subdivision of each zone in categories defined by a specific grid;

4. Embedding of the bit through the relationship between categories mean values in each zone,
following a given embedding rule.

3.2. Classification in zones

The aim is to classify the pixels of the block in groups of relatively homogeneous luminance. This
classification takes the block features into account, which is interesting for the invisibility and for the
robustness. Thiswill be discussed below.

Three types of contrasts can be distinguished:

1. Thehard contrast (Fig..1a) where two zones separated by a luminance step can be defined.

2. The progressive contrast (Fig..1b) where two uniform zones are separated by a progressive
[uminance variation.

3. The noise contrast (Fig..1c) with aluminance distributed like random noise.

The luminances of the block pixels are represented by an increasing function F(x) where F(0) is the
lowest luminance value and F(n?) is the highest luminance value, n being the block size The dope of
F(X), S(x), determines the block contrast type. Let Smax be the maximum slope of F, located at the
index x = a. If Smax islower than a given threshold T, the block has a noise contrast. If Smax is higher
than T the block has a progressive or hard contrast. In this case, let .+ and 3. be the indexes, closest to

a, respectively higher and lower, and respecting the relationships:
S(a)-S(B,)>T2 and S(a)-S(B.)>T2 (€]

where T, is another given threshold value.

If the contrast is hard, a=B; and a=[. . If the contrast is progressive, the interva [B. ,B4] is the
progressive contrast transition zone

The classification of the pixels p(i,j) in two zones is defined by the following rules:
» for progressive and hard contrasts:
if p(i,j) <F(B.), p(i,j) belongsto zone 1.
if p(i,j) > F(B+), p(i,j) belongsto zone 2.

Note that it is possible some pixels do not belong to any of the two zones if their luminance is too
closeto F(a).

» for noise contrasts, the pixels are separated in two groups having the same dimension:
if p(i,j) < F(n2), p(i,j) belongsto zone 1.
if p(i,j) > F(n¥2), p(i,j) belongs to zone 2.
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Figure 1. Classification in zones: (a) hard contrast (b) progressive contrast (¢) noise contrast

3.3. Subdivision of the zones in categories

After having computed the zones, it could be envisaged to embed the bit by modifying some
characteristics of the zones. Unfortunately, it appears that a direct work on the zones is neither robust
nor acceptable for the invisibility.

In order to find a room for embedding the bit, two categories (A and B) are created in each zone. The
subdivision is determined by a grid defined before the embedding. Fig.2 shows examples of typical
grids. Other subdivisions are used such as 2x1 or 1x2 grids, or more complex combinations. In the
current implement ion there are a dozen of grids. The category of a pixel depends on two elements. the
pixel spatial position in the block and the zone it belongs to.

It is adso important to note that this grid has to remain secret. It is indeed easier to remove the
watermark with the knowledge of this grid. In the current implementation, the grid changes for every
block according to a secret key.

BB AA BB AA BB BB |AA AA
BB AA BB AA BB BB |[AA AA
AA BB AA BB BB BB |AA AA
AA BB AA BB BB BB |[AA AA
BB AA BB AA AA AA |BB BB
BB AA BB AA AA AA |BB BB
AA BB AA BB AA AA |BB BB
AA BB AA BB AA AA |BB BB

@ (b)
Figure 2: Categoriesgridsfor oneblock (a) grid 2x2 (b) grid 4x4

3.4. Embedding Rule

From the first two steps, 4 different groups of pixels in the blocks are defined, depending on the zone (1
or 2) and the category (A or B). 6 values can be computed from this subdivision: the 4 means mja Mg,

mya and myg of groups containing respectively nja nNig Npa, and nyg pixels, and the zones mean
values my and m,. The means from same zones are combined together. The bit is thus embedded two

times through both zones. This increases the robustness and permits to embed the bit without altering
the block excessively.



The embedding of a bit b in the block is performed through the relationship between categories
luminance mean values. The embedding rule is given by:

if b=0: myg* - mpp* =1 2
Mpg* - Mpp* =1 3)
if b=1: mip* - mp* =1 (2)
Mpa* - Mpp* =1 3)

where mpa*, mig*, mpa* and mpg* are the mean values required by b and | is the embedding
level, i.e. the required difference between the mean values.

In order to have an embedding asinvisible as possible, the low frequencies (to which the eye is the most
sensitive) must be conserved. The conservation of the mean value in each zone imposes:

* *
Ny.-My ™ +Np.Myg

=m 4
N +Nyg '
Mop Mgy * +Npg. My ™ _
=m, ©)
Noa + Ny

Equations (1) to (4) allow to compute the values of mya*, Myg*, Mpa* and myg*. In each zone the
pixels luminance values must be adapted to respect these means. We choose to impose the same
luminance variation to all the pixels belonging to the same zone.

Let Aqa, A1, Aoa and Ao be the luminance variations. We have:
Dyy = Myy*- Myy (6)

with x=1,2 and y=A,B.
3.5. Example

We want to embed the bit b=1 in the 8x8 block represented in Fig..3a. With T,=5 and T,=3, the
corresponding zones are in Fig.3b. Dashes corresponds to unclassified pixels, they will not be changed.
The contrast is progressive. The pixels categories corresponding to a 2x2 grid size and to the zones in
Fig.3b are represented in Fig.3c. Note that the grid isinverted in zone2.

The means computing gives: Mya = 66, Mg =59, mpp = 148 and myg = 141.
With an embedding level 1=4, the required means are: mia*= 60, mig*= 64, mpp* = 142 and myg*=
146.

The required luminance variations are: Aqp = -6, Ajg =5, App =-6 and Ayg = 5.
The embedded block isin Fig.3d.

5 5 31103 142 134 99 75 11112211
7 13 65 127 156 87 70 90 11122111
11 44 109 142 132 67 67 119 1112211-
25 83 124 151 81 63 98 154 1122111-
55 124136 109 70 75 124 183 1222--22
88 131138 72 63 93 161 191 122--222
123138 97 64 77 137 188 177 22111222
129119 68 58 118 185 193 166 22112222
@ (b)

BBAAAAAA 10 10 25 97136128 93 69
BBABABAA 12 18 59 132150 92 64 84
AABABAB - 5 38114 136137 61 72 119
AAAAAAB- 19 77118 145 75 57103 154
BABB --BB 60118141 114 70 75129 188
BAB--ABB 93125143 72 63 87166 196
BBBBABAA 128143102 69 71142182 171
BBBBBBAA 134124 73 63123190 187 160

(© (d)



Figure 3: example of embedding: (a) original block (b) zones (c) categories (d) marked block

4. Information Extraction Method

The extraction of the information embedded in the image requires the knowledge of the size of the
block(s) and the grid used to determine the categories. The decoding is performed with the following
steps:

1. Subdivision of the image in 8x8 blocks

2. Classification of the pixels of the block in zones.

3. Subdivision of each zonein categories.

4, Comparison of the meansin order to determine the embedded bit value.

Step 1 and 2 are the same than for the embedding algorithm. Step 3 is detailed here below.

Be 24 and X, the values obtained by the comparison of the categories mean values:
Zl =mMma - M1 (6)
2y =Mpa - My (7

The signs of 2, and X, allow to decode the embedded bit. Moreover, the absolute values of 1 and 2,
give aconfidence level to this determination. 3 cases can happen:

Casel:212,>0

- the embedded bitis1if 23 >0and0if Z; <O.

- the confidence level is:
very certain if [Zq|and [Z2]> 2;
very certain if [Xq |and/or [Z5| > 2.5;
uncertain if £, ]|and |22]<0.7;
certain otherwise.

Case2:Zl- Zz<0

-BeZ=(ma+tmp)e 21+ (ma+np)e 2
- the embedded bitis1if = >0and0if = <O.
- the confidence level is uncertain.

Case3:31°2,=0

-BeZ =max (|2 |,|Z2 .

- the embedded bitis1if = > 0 and O if X < 0 and the confidence level isuncertain. If ~ = 0 the bit is
undeter mined.

As explained in section 3.1, each hit is embedded redundantly. The global confidence level of the bit is
the integrated value of each occurrence of this bit in the image. The bit is determined afterwards,
according to the global confidence level.

5. Implementation and Results

A few parameters are required to embed a binary code into a picture: the embedding level |, the
categories grid size, the number of bits to be embedded, and the level of redundancy: if the code is short
enough compared to the number of blocks, a repetition of the code with error correction codes (e.g.
BCH codes) can be used. The correcting capacity of this code is also a parameter, this will be discussed
insection5.1.2.

Two aspects determine the quality of the embedding: the invisibility of the code and its robustness to
image processing and lossy compression.



The visibility increases with the embedding level. Typical values are 0<I<7. If | is higher than 7 the
code is really visible, but the higher | is, the better the robustness is. Fig. 4 in annex 1 illustrates the
influence of the level on the robustness. The Bit Error Rate (BER)is (percentage of not recovered bits)
drawn with regards to the JPEG quality factor. The choice of | depends on the expected compression
level. In TALISMAN, an invisibility criterion has been added. This preliminary test determines if a
block can be watermarked or not. This simple test is based on the analysis of the variance of the block
and will be presented in section 5.1.1.

The visibility depends dslightly on the categories grid size: with a 1x1 grid the transitions between
categories are frequent and the embedded code is similar to high frequency noise, it is thus less visible
than with a 4x4 grid since high frequency noise is less perceptible by the human eye. At the opposite, a
bigger grid resists better to compression, the trade-off between invisibility and robustness is a 2x2 grid.
Other patterns are also used such as 1x2 or 2x1 grids. The grid size is determined by a secret key for
each block.

The use of error correcting codes alows to deeply reduce the decoding error rate without affecting the
visibility. Thiswill be presented in section 5.1.2.1.

5.1.1. Invisibility Improvements

In order to be compliant with the strict invisibility criterion, an invisibility criterion has been added
before the embedding. This criterion discards low activity blocks for which it is clear that the
watermark will be visible.
« Thevariance of each block is calculated before the embedding. If this variance is inferior to a given
threshold the block isleft unchanged.
« Another criterion has been added inside the block. If the variance of one zone in a block is equal to
zero (flat zone), the block is also left unchanged.
The quality of the embedding is highly dependent on the variance threshold. Fig.5 shows the
robustness towards JPEG compression for different variance thresholds. When this threshold is above
10 for 8 hit pictures (256 grey levels), the watermark is aways invisible for reasonable levels, but the
robustness decreases a lot because too many blocks are left unchanged. Fig. 6 shows the influence of
typical choices of parameters on Lena. In the current implementation, the choice that has been made is
8 for the variance threshold and 4 for the corresponding embedding level. Fig. 9b represents the picture
of Lena watermarked with these parameters. Fig 9d is represents the blocks that are discarded by the
criterion for the same parameters. Fig. 9ais the origina picture of Lena and Fig. 9c is the result of the
embedding at atoo high level without the variance criterion (1=20).

5.1.2. Robustness Improvements

5.1.2.1.BCH codes.

Even with the variance criterion, there is a huge number of embedded blocks. It is thus interesting to
embed redundantly the binary copyright information, the length of which is typicaly 64 or 128 bits.
These length correspond to future promising identification 1SO standards, such as ISAN number [14]
for audiovisual material and IMLP and SPIFF for still images [15]. Nevertheless, a more clever use of
this redundancy is to make use of error correcting codes, e.g. BCH codes [16]. BCH codes have
adaptable correction capacities. The binary code is first encoded by the BCH, then the resulting
bitstream is embedded redundantly in the picture. During the retrieval, the embedded bitstream is then
decoded through the BCH and the original message can be recovered.

Fig. 7 shows that the use of these codes is profitable. When the error correction capacity grows, the
robustness increases, this is due to the correction capacity of the BCH. Nevertheless, when the
correction capacity grows, the redundancy decreases. As a consequence, there is an optimum. In the
current implementation, the choice of an error correction capacity of 5 has been made.

5.1.2.2.Temporal Redundancy

In the case of video sequences, the same copyright information can be embedded in consecutive frames.
Sometimes, the same code is embedded in the whole video. It is thus interesting to take this into
account and to use the temporal redundancy for the retrieval. Tests have been performed on 720x576



color pictures compressed at 6Mb/s with MPEG2. They have proved that after one or two seconds the
BER is approximately equal to zero if the embedded code is randomly distributed all over the picture.

5.1.3. JPEG Compression

The robustness towards JPEG and MPEG compression is an essential feature for every watermarking
agorithm. Fig. 8 represents the Bit Error Rate after retrieval is drawn with regard to the JPEG quality
factor. A quality factor of 75% does not introduce artefacts. These results have been achieved on a
database of 50 pictures representing a wide range of natural pictures (not synthetic ones). Four curves
are drawn on Fig.8, the maximum BER, the minimum, the average and the results for Lena.

5.1.4. Complexity Issues

One of the most important feature of the algorithm is that its complexity is very low. Very simple
operations are performed on the image, neither frequency transforms nor spatial filtering are used. The
costliest operation is the sorting of the pixels for each block. The other costly operations for the block
are the computing of the variance and the embedding, but their complexity isinferior to this of the
sorting. Moreover, since the operations are performed independently in each block, it is possible to
achieve them in paralldl.

0. Conclusion

In this paper a new approach for embedding a code into a picture has been presented. The technique is
based on the image spatial decomposition in blocks and the classification of the pixels in homogeneous
luminance zones. The code is embedded in the order relationship between mean values inside the zones.
The influence of the different embedding parameters on the visibility and the resistance of the code has
been studied. In particular, the resistance to JPEG compression is being studied in the TALISMAN
project. An invisibility criterion was added that indicates when a block does not contain enough
information to be watermarked. The tuning of the parameters for this criterion is currently studied.
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Annex 1
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Figure 4: BER for different embedding levelstested on Lena
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Figure 6: Resultsfor typical embedding levels and threshold valuestested on Lena

Error! Not a valid embedded object.
Figure 8: Retrieval resultsfor the database

Figure 7: Influence of the BCH



Figure9: (a)Lena original (b)water marked (c)level=20 (d)modified blocks



